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1. Iguana logs

a. What information is in the logs
b. Log configuration and maintenance 

Overview

2. Reviewing key Iguana logging workflows

a. Notifications using the logs
b. Troubleshooting and Reporting 

4. Logging Exercises

a. Troubleshooting Messages
b. Using the Log API

3. Interacting with the Iguana Log API

a. What is the Log API
b. When and how to use it



3

Iguana Logs

What are the Iguana Logs?
Each Iguana uses a single message queue 
to log all system and data messages.

● Messages and Acknowledgments

● Server Information 

● User Activity

● Channel Status
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Messages Acknowledgements

Errors Warnings

Successes Informational

Debug Audit

Iguana Logs

Logs Types
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Queue and Log information are stored as daily log files in a designated log directory.

With Iguana Professional and 
Enterprise, logs are natively 

encrypted at rest and          
ePHI Audit Logs are produced.

Iguana Logs

How are Logs Stored? 
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2. Don’t keep more logs than you 
need.

Iguana Logs

Log Maintenance Best Practices

1. Separate logs in individual file 
directory or on another partition.

3. Purge logs at quietest time of 
the day.

4. Always monitor storage 
capacity. 

Modify log configurations to meet your technical and business needs… 



Key Logging Workflows
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Troubleshooting

Reprocessing Messages
Common reasons you may need to resubmit messages:

● Received bad data 

● External system failure

● Infrastructure changes (ie. system migration) 
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View all related entries1 2 Reprocess Messages

Troubleshooting

Reprocessing Messages

● Resubmit Single Message

● Resubmit Multiple Messages 

● Skip Messages
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When viewing a message in the logs you can… 

● Modify and resubmit message 

Reprocessing Logs

Resubmit a Single Message

● Send to Translator as sample data
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Reposition a channel queue to restart processing from a specific point in time. 

Reprocessing Logs

Resubmit Multiple Messages
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Reprocessing Logs

Skip Messages

Reposition a channel queue to omit processing from a specific point in time. 

● Messages were sent in error 

● Messages contain invalid data

● Messages contain errors and are stopping the channel
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Use logging commands to customize log 
messages and trigger alerts

● iguana.logInfo( )
● iguana.logWarning( )
● iguana.logError( )
● iguana.logDebug( )

Monitoring

Notifications using the Logs
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Search keywords, phrases, regex 

Filter results by: 
● Source
● Date/time range
● Log type 

Bookmark common searches

Export search results

Reporting

Searching the Logs



Using the Log API
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RESTful API to query and aggregate 
logs from an Iguana server

GET/api_query returns a table of 
matching log entries as XML

Log API

What is the Log API?

Results can be used in Iguana or 
exported to a file/system/database
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Log API

When to use the Log API

Key Considerations: 

● Security - Exposing ePHI outside of Iguana
● Performance - High volume queries increase load on Iguana

Automate 
reprocessing of 

messages

Troubleshooting 

Aggregate logs 
for monitoring or 
analytical insights

Regularly archive 
log messages

ArchivingReporting & 
Analytics

Query for audit 
logs to send to 
external tracing 

system

Auditing
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GET /api_query endpoint

Input parameters for query

Parse returned table

Log API

How to use the Log API



Logging Exercises
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Logging Exercises

Today’s Logging Workflows

Troubleshooting Messages 

Resubmitting messages and repositioning the queue 

1

Using the Log API

Query the Log API to retrieve log messages hourly for archiving

2
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